
MISSION:
  CRA-POSSIBLE

MÉLANIE  BATS

CTO@OBEO



MISSION BRIEFING



MISSION BRIEFING: THE THREAT
CRA (EU Regulation 2024/2847)

→ Mandatory by 2027

Why it feels hard? 

● Long → Complex requirements 
● Ambiguous → Legal language
● Not directly actionable → No clear steps
● Cross-team impact → dev, security, product

“Reading CRA doesn’t tell you 
what to do on Monday morning”



YOUR MISSION, SHOULD YOU ACCEPT IT

Become CRA compliant:

Without slowing down development,

Without adding heavy processes,

Without duplicating work.

“Integrate compliance into your existing workflow”



INTEL REPORT: WHAT CRA REALLY MEANS
CRA  = 3 things

1. Understand your risks
2. Address your risks
3. Prove it with evidence

Implications:

● Not just security → traceability
● Not just action → documentation
● Not just docs → consistency



MISSION STRATEGY: TURN CHAOS INTO SYSTEM
We turned CRA into a system:

📄 Templates → structured deliverables

✅ Checklists → clear expectations

🔁 Workflow → ordered process

🤖 Toolchain → automated evidence

A reusable system you can apply to every 
product

“ Treat compliance like engineering, 
not paperwork ”



MISSION 1: BUILD THE SYSTEM



MISSION LEVELS: WHAT DOES THIS MEANS FOR YOU? 



MISSION SPLIT: HUMANS VS MACHINES
To make CRA work, you need both:

🤖 Machines = Evidence & Monitoring

● SBOM generation
● Vulnerability detection
● Security scans
● Status tracking

“Automation produces evidence”

🧠 Human = Context & Risk Management

● Risk decisions
● Threat modeling
● Architecture
● Accepting or rejecting risks

“Humans make the decisions”



MISSION 2: FOLLOW THE SEQUENCE

Each step produces one or more deliverables  

Each step depends on the previous one  

You cannot skip steps



MISSION 3: WHAT COULD GO WRONG?
Threat model = identify attacks on your product

Ask 3 questions:

● Who can attack?
● What do they target?
● How can they attack?

Build from:

● Assets (what you protect)
● Shared threats catalogue (common 

threats)
● Product-specific threats

Every threat must be linked to at least one asset

“Think like an attacker”



MISSION 4: MAKE RISK DECISION EXPLICIT
For each threat:

● Assess likelihood (1–5)
● Assess impact (1–5)
● Compute risk level
● Decide: acceptable or not
● Decision is mandatory

Every risk must have a clear status:

● Acceptable
● Not acceptable

“Every decision must be justified”



MISSION 5: TURN RISK INTO ACTION
For each unacceptable risk:

1. Choose a treatment option: 
Mitigate / Avoid / Transfer / 
Accept

2. Define concrete measures
3. Assign an owner + deadline
4. Define how you verify it

“No vague actions : only concrete 
measures!”



MISSION 6: BRING YOUR GADGETS

Automated pipeline: Every build 
produces compliance evidence

“Evidence is 
generated continuously, 

not manually”



MISSION 7: MAKE IT REAL
How we implemented it:

● Templates written in AsciiDoc
● Centralised with Antora
● One template per deliverable

For each product:

● Templates are instantiated
● Stored in the product repository
● Versioned with the code

Result:

● Same structure for all products
● Easy to maintain and evolve
● Compliance becomes part of development

“Compliance lives with the code”



MISSION 8: TRACK YOUR PROGRESS
What you track

● Approved documents
● Open critical risks
● Open critical CVEs

Status levels

● 🚫 Not Started
● 🚧 In Progress
● 🎯 Ready for DoC
● ✅ Compliant

“You always know what is missing”







MISSION INSIGHT
● CRA is not just regulation → it’s a 

system
● Compliance is not a phase → it’s a 

workflow
● Security is not enough → you must 

prove it

“Turn compliance into a 
repeatable engineering practice”



Now playing in your organisation! Official release: 2027




